
      Igiene e Sanità Pubblica 2023; 85 (5): 

 

The ERM experience of the Lombardy Region as a 
tool for improving the safety of the regional health 
care system 
  
Enrico Burato, Liviana Scotti, Enrico Trombetta, Giacomo Taddei, Alessandro Audino, Enrico Malinverno, 
Davide Molteni, Giorgia Saporetti, Alessandra Rossodivita, Silvana Castaldi, Rossella Barni, Simona Amato  

Affiliations 
Risk Management Network of Lombardia Region (Italy)  

Keyword: Helthcare ERM, Patient Safety  

Abstract  
The Regional Center for Healthcare Risk Management and Patient Safety of the 
Lombardy Region, with the technical partnership of Aon, designed an innovative 
Healthcare Enterprise Risk Management Model (hereafter HERM) to meet the following 
objectives:  

Improve the safety of the Regional Healthcare System through the implementation of 
methods and tools aimed to identify, analyze and mange in an integrated way all the 
risks to which are exposed the healthcare companies. 
Preserve the creation of "social value" in the medium-long term and the sustainable 
achievement of strategic and operational objectives. 
Optimize risk management costs. 
Reduce/mitigate adverse events in all business processes. 
Enable the ability to anticipate and react to changes. 
Establish sound long-term and risk-based strategies. 

This paper describes the structuring of the overall HERM Model Framework, and the 
related information flows, the tools supporting the Healthcare Enterprise Risk 
Management Methodology (such as the Risk Model and the Assessment Metrics) and 
presents the preliminary result of first experience of Healthcare ERM in Italy. 
  
Background 
The Lombardy Region is one of the 20 regions in Italy; and, through the Regional Health 
Service (RHS), ensures the healthcare management of 10.06 million inhabitants. 
The Region implemented a risk governance system in public and private healthcare 
companies since 2004 (with the Circular 46/SAN), to assess the risks of each business 
unit, their causes, the elements of control implemented to reduce the unexpected events, 
as well as the average cost of claims (registered and settled). 
The experience of the pandemic along with generalized increases in the cost of goods, 
services and utilities, uncertain institutional and regulatory framework for liability, as well 
as the significant introduction of digital technologies in the sector (such as Artificial  
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Intelligence and Telemedicine in care pathways), introduced new risk variables that make 
the Patient Safety Model insufficient for an effective management of health risks in 
healthcare public and private companies. 
For this reason, the Regional Center for Healthcare Risk Management and Patient Safety 
of the Lombardy Region, with the technical partnership of Aon, designed an innovative 
Healthcare Enterprise Risk Management Model (hereafter HERM) to meet the following 
objectives: 
  
1. Improve the safety of the Regional Healthcare System through the implementation of 

methods and tools aimed to identify, analyze and mange in an integrated way all the 
risks to which are exposed the healthcare companies. 

2. Preserve the creation of "social value" in the medium-long term and the sustainable 
achievement of strategic and operational objectives. 

3. Optimize risk management costs. 
4. Reduce/mitigate adverse events in all business processes. 
5. Enable the ability to anticipate and react to changes. 
6. Establish sound long-term and risk-based strategies. 
  
  
Materials and methods 
  
The Model was based on best practices and international standards for the effective 
implementation of Risk Management Processes within complex structures, such as: 
- Enterprise Risk Management Framework – Aligning Risk with Strategy and Performance (CoSO 

ERM Framework 2017): defined by the Committee of Sponsoring Organizations of the 
Treadway Commission, it represents a Reference Model for organizations wishing to 
adopt robust risk management processes that can best guide strategies based on 
performance.  

- ISO 31000:2018 Risk Management – Guidelines: an international standard that provides 
general principles and guidelines for risk management. The standard, written by the 
International Organization for Standardization, provides an approach that is suitable 
for any type of risk and can be adapted to any organization and its context. 

  
The first phase of the Model design involved the Framework definition, structured on 
three macro-components: Governance & Strategy, Risk Management Process and Risk 
Reporting (Figure 1). 
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Figure 1 – HERM Model Lombardy Region | Framework 

  
In terms of Roles and Responsibilities, the HERM Model of the Lombardy Region, is not 
limited to operate on individual healthcare companies, but involves the General Welfare 
Directorate at all levels: from the Councilor to the Risk Management Coordination 
Groups, passing through the different Operational Units. 
Each of these subjects has a clear role within the entire HERM process, defined and 
assigned based on the levels and areas of responsibility entrusted within the General 
Welfare Directorate (Figure 2). 

  

Figure 2 - HERM Model Lombardy Region | Roles and responsibilities 

  
  
On these assumptions is based the structuring of multilevel information and reporting 
flows (Figure 3), defined to enable timely and integrated information flows throughout 
the pyramid  and towards external stakeholders (e.g.: National Observatory for Good Practices 
in Healthcare Safety). 
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Figure 3 - HERM Model Lombardy Region | Information and reporting flows 

  
Following the structuring of the overall HERM Model Framework, and the related 
information flows, the tools supporting the Healthcare Enterprise Risk Management 
Methodology (such as the Risk Model and the Assessment Metrics) were defined. 
The Risk Model, or taxonomy of risks, a key element of the regional project innovation, 
enables the classification of risks according to standard and unitary categories/
subcategories for the entire perimeter of the regional healthcare companies. This tool 
represents the reference for the classification of all risks detected in the different business 
areas/processes and, furthermore, it is designed to be shaped and revised according to the 
evolution of the external context and of the Regional Healthcare System (Figure 4). 
  

Figure 4 - HERM Model Lombardy Region | Risk Model 

  
  
The Assessment Metrics responds to the need of assessing risks on the base of the 
occurrence likelihood and on the several negative impacts that they could generate; for  
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this reason, the Assessment Metrics of likelihood and of the five main types of impact 
have been defined (Figure 5). 
The risk assessment also depends on the effect of the mitigation actions that are part of 
the Internal Control System, i.e., implemented by the healthcare companies to reduce the 
impact and/or the likelihood of risk occurrence. To integrate this aspect into the 
methodological framework, respective metrics have been defined (Figure 5). 

Figure 5 - HERM Model Lombardy Region | Assessment Metrics 

  
  
The final phase in the definition of the Lombardy Region’s HERM Model, involved the 
design of the Risk Management Process, consisting of the 4 stages shown in Figure 1 and 
discussed in more detail below (Figure 6). 
  

Figure 6 - HERM Model Lombardy Region | Risk Management Process 
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Data Analysis 

The implementation of the pilot Model is currently structured in 2 milestones: the first 
(completed) covered a total of 9 processes in 7 healthcare companies, the second 
(ongoing) extended the scope of the analysis to other processes in the same healthcare 
companies previously involved (Figure 7). 
The implementation strategy of the Framework envisages that the healthcare companies 
involved in the pilot phase had a supporting role in Model definition, tools test and 
validation, and in verifying the coherence and the predictive validity of the Model, to 
contribute to its improvement. 
Upon completion of the pilot implementation and after the methodology and tools 
consolidation, the remaining 33 companies of the Regional Healthcare System will be 
involved and provided with all the necessary tools and support in implementing the 
Model. 
 

  

Figure 7 - HERM Model Lombardy Region | Scope 

  
The pilot implementation was characterized by the creation of a working group by 
involving resources provided by 7 Health care Companies [1]: more than 80 people were 
interviewed, more than 450 documents analyzed and more than 250 risks identified. 
Figure 8 shows the provisional aggregate results obtained [2]. 
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Figure 8 - HERM Model Lombardy Region | Aggregate provisional results 

  
  
Discussion and conclusions 
  
Since the Model implementation was conducted on 7 Healthcare Companies out of the 
40 in the Lombardy Region, and the second phase is not yet completed, the exercise 
doesn’t seem to present exhaustiveness and representativeness criteria.  
However, the critical aggregate issues provisionally emerged are related to the following 
issues: 
1. Generalized weakness of the IT security of the analyzed healthcare companies, with 

reference to data protection, vulnerabilities management in information systems, 
response to "IT security incidents [3]" (Incident Response and Business Continuity), 
Access Audit activities, registration and monitoring of virtual access, and, finally, user 
training and awareness on Cyber Security. 

2. Purchase of drugs on foreign markets with packaging and instructions sheet not in 
Italian/English language. This aspect, together with the absence of a specific 
translation services, can facilitate errors in the preparation and administration of 
such drugs, posing a patient safety risk. 

The findings suggested the needed improvement actions to ensure greater safety. 
In-depth training for risk management personnel of public and private healthcare 
companies is nearing completion, as well as the system fine-tuning; the implementation of 
the HERM Model to the entire Lombardy Healthcare System will begin soon. 
These actions are expected to result in a reduction of unexpected events and related 
riskiness as well as a reduction in the cost of related claims. 
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